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I am not a security person.
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We are all security people.
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4. Some observations. 
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https://shop.hak5.org/products/wifi-pineapple
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https://bit.ly/deloitte-connectivity
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2. What’s happened so far
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HTTP → HTTPS
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https://codebutler.com/2010/10/24/firesheep/
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https://www.eff.org/deeplinks/2014/11/verizon-x-uidh
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https://www.eff.org/deeplinks/2015/04/china-uses-unencrypted-websites-to-hijack-browsers-in-github-attack
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Problem: Mixed Content
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“HTTPS is Slow”



Keeping the Watchers at Bay @mnot

https://istlsfastyet.com
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https://arstechnica.com/information-technology/2015/04/it-wasnt-easy-but-netflix-will-soon-use-https-to-secure-video-streams/
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“Certificates are Expensive”
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https://letsencrypt.org/stats/#growth
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https://mzl.la/1PGPwMm



Keeping the Watchers at Bay @mnot

https://crawler.ninja
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Some were unhappy.
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http://caffeinatetheweb.com/presentations/trusted_proxy.html#/4



Keeping the Watchers at Bay @mnot



Keeping the Watchers at Bay @mnot

TLS 1.2 → TLS 1.3
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http://heartbleed.com/
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https://mitls.org/pages/attacks/SMACK
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SSL/TLS Blues

•Complex old protocol 

•Monoculture 

•Outdated crypto 

•Unsure about how much worse it would get
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TLS 1.3: Goals

•Simplify where possible 

•Encrypt most of the handshake 

•Remove outdated cryptography 

•Wide review (including formal verification)
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https://ietf.org/blog/tls13-adoption/
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Some were unhappy.
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https://mailarchive.ietf.org/arch/msg/tls/KQIyNhPk8K6jOoe2ScdPZ8E08RE
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https://www.etsi.org/deliver/etsi_ts/103500_103599/10352303/01.01.01_60/ts_10352303v010101p.pdf#page=15
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3. What’s left
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TCP → QUIC
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https://en.wikipedia.org/wiki/Transmission_Control_Protocol
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https://mjkranch.com/docs/pubs/CODASPY17_Kranch_Reed_IdentifyingHTTPSNetflix.pdf
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https://tools.ietf.org/html/draft-ietf-quic-transport-24#section-17.3
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Some were unhappy.
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https://blog.apnic.net/2018/03/28/just-one-quic-bit/
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https://www.fastvue.co/fastvue/blog/googles-quic-protocols-security-and-reporting-implications/
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DNS → DOH
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https://www.icir.org/christian/publications/2011-foci-dns.pdf
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https://seekingalpha.com/article/29449-compete-ceo-isps-sell-clickstreams-for-5-a-month



Keeping the Watchers at Bay @mnot

https://adage.com/article/datadriven-marketing/24-billion-data-business-telcos-discuss/301058
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https://www.vice.com/en_us/article/bmbkym/senate-republicans-vote-to-allow-isps-to-sell-your-private-data
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https://bit.ly/irtf-dns-hijacking



Keeping the Watchers at Bay @mnot



Keeping the Watchers at Bay @mnot

Some were unhappy.
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https://bit.ly/times-doh-children
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https://www.vice.com/en_us/article/9kembz/comcast-lobbying-against-doh-dns-over-https-encryption-browsing-data



Keeping the Watchers at Bay @mnot



Keeping the Watchers at Bay @mnot

ht
tp

s:
//w

ik
i.m

oz
ill

a.
or

g/
S

ec
ur

ity
/D

O
H

-r
es

ol
ve

r-
po

lic
y



Keeping the Watchers at Bay @mnot



Keeping the Watchers at Bay @mnot

SNI → Encrypted SNI



Keeping the Watchers at Bay @mnot

https://tools.ietf.org/html/rfc6066#section-3
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Some were unhappy.
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https://www.bleepingcomputer.com/news/security/south-korea-is-censoring-the-internet-by-snooping-on-sni-traffic/
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Traffic Analysis
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•Packet length 

•Packet timing 

•Host(s) communicating
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https://www.cisco.com/c/en/us/solutions/enterprise-networks/enterprise-network-security/eta.html
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https://irtf.org/anrw/2019/slides-anrw19-anderson.pdf
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Some will be unhappy.
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The Other End (and Yours)
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https://panopticlick.eff.org/
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https://www.homeaffairs.gov.au/about-us/our-portfolios/national-security/lawful-access-telecommunications/telecommunications-interception-and-surveillance
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https://www.nytimes.com/interactive/2019/12/21/opinion/location-data-democracy-protests.html

“By tracking specific devices, we followed 
demonstrators from the 2017 Women’s March 
back to their homes. We were able to identify 
individuals at the 2017 Inauguration Day Black 
Bloc protests. It was easy to follow them to 
their workplaces. In some instances — for 
example, a February clash between antifascists 
and far-right supporters of Milo Yiannopolous 
in Berkeley, Calif. — it took little effort to 
identify the homes of protesters and then their 
family members.”
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https://www.nytimes.com/2020/01/13/us/politics/pensacola-shooting-iphones.html
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Some will be unhappy.
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https://www.theinformation.com/articles/apples-ad-targeting-crackdown-shakes-up-ad-market
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4. Some Observations
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Cost and Control
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 “The network is a dumb pipe” vs. 
“Those are the rules on my network.”
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We have to design the Internet 
for the pessimal case.
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Assuming latent availability of 
application data on-path is no 
longer viable.
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  What does 
“trust my [employer, ISP, government] 
   to do X” look like?
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Well-defined interfaces and 
counterbalanced roles
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Technology and policy need to 
work together – and keep each 
other in check.
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Making some people unhappy means 
you need some guiding principles.
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5. What you can do
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• Secure your protocols even if you don't think you need to (for 
herd immunity / defining “normal” on the Internet) 

• Think carefully about the software, hardware and services you 
use, and who they are working for 

• Raise your voice to vendors, governments, ISPs 

• Stay informed and counter misinformation where you see it 

• Get involved in Internet and Web standards
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